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Abstract
• 1) Which HIPAA forms are required? How do I request and provide
information to other practices? What if I sent that email to the
wrong person? What if my patient starts texting and emailing me
rather than using the patient portal?
• 2) What do the OSHA blood born pathogen standards mean for me?
What if an patient presents to my office complaining about a
hazardous chemical exposure? When do CLIA rules apply? I
thought we only did "waived" testing.
• 3) Who may dispense medications in my state? My patient wants
me to just mail the medications to his house instead - is this ok?

Objectives
• Understand how to appropriately comply with
HIPAA regulations
• Discuss the CLIA waived testing categories and
how to have OSHA conversations with
employers
• Review who may dispense and how they may
dispense in various states

Health Insurance Portability and
Accountability Act (HIPAA)
• Security Rule
– Risk Assessment

• Privacy Rule
– Notice of Privacy Practices
– Consent Form
– Authorization Form: “minimum necessary”
– Business Associate Agreements
– Accounting of Disclosures
– HITECH Requests

HIPAA Security Rule
• Safeguard Types (administrative, physical, technical)
– Required = must be in compliance
– Addressable = not necessarily optional (but flexible)

• Culture of compliance
– Written policies and procedures
– Employee training
– Sanctions for failure to follow policies

• Government entities have varied roles
– HHS = administers HIPAA
– Office for Civil Rights = civil enforcement
– Department of Justice = criminal enforcement

HIPAA – Risk Assessment
• Security Rule Requirement
• Updated Annually
• https://www.healthit.gov/topic/privacy-security-andhipaa/security-risk-assessment-tool
• Information input into tool is stored locally
• Intent is to help you hot spot areas for improvement
• Helps you demonstrate year over year improvement
• Office of Civil Rights – most common audit finding is
that No risk assessment was documented

HIPAA – Risk Assessment Process
• Identify all systems that contain, process, or transmit
ePHI (Elation, Spruce, Outlook, Proactive IQ, etc.)
– On what hardware is ePHI literally stored?
– Who can access it? VPN (remote) use?

• Create list of the practice’s BAs that create, receive,
maintain or transmit ePHI
• Review breach notification rules
• OCR HIPAA audit protocol can be used as a template
• Conduct a vulnerability analysis of software
• Conduct a penetration test on your system

Documentation Beyond the
Risk Assessment
• Assignment of Privacy officer with job
description
• Security incident log and security incident
report documentation
• Employee HIPAA training log (annually)
• Employee Sanction Policy (signed)
• Employee Responsibilities (signed)
• HIPAA Policy & Procedures Manual

Fishing?
“See below” “See attached” “Update Login”

“Elite Dental Associates” Yelp Reply =
$10,000 to Office of Civil Rights
On June 5, 2016, OCR received a complaint from an Elite
patient alleging that Elite had responded to a social media
review by disclosing the patient’s last name and details of the
patient’s health condition. OCR’s investigation found that Elite
had impermissibly disclosed the protected health information
(PHI) of multiple patients in response to patient reviews on
the Elite Yelp review page. Additionally, Elite did not have a
policy and procedure regarding disclosures of PHI to ensure
that its social media interactions protect the PHI of its patients
or a Notice of Privacy Practices that complied with the HIPAA
Privacy Rule. OCR accepted a substantially reduced
settlement amount in consideration of Elite’s size, financial
circumstances, and cooperation with OCR’s investigation.

Allergy Associates of Hartford, P.C.
$125,000 Shared PHI with Reporter
In February 2015, a patient of Allergy Associates contacted a local
television station to speak about a dispute that had occurred between
the patient and an Allergy Associates’ doctor. The reporter
subsequently contacted the doctor for comment and the doctor
impermissibly disclosed the patient’s protected health information to
the reporter.
OCR’s investigation found that the doctor’s discussion with the
reporter demonstrated a reckless disregard for the patient’s privacy
rights and that the disclosure occurred after the doctor was instructed
by Allergy Associates’ Privacy Officer to either not respond to the
media or respond with “no comment.” Additionally, OCR’s
investigation revealed that Allergy Associates failed to take any
disciplinary action against the doctor or take any corrective action
following the impermissible disclosure to the media.

HIPAA – Notice of Privacy Practices
• Handed out to patients at their first office visit
since 04/14/2003
• Must be publicly posted on your website
• Obtain patients’ written acknowledgement
that notice has been received and file the
acknowledgement in the patient record.
• A patient’s refusal to sign the
acknowledgement should be documented and
filed in the patient record.

HIPAA Consent / Authorization Forms
• You need consent for (almost) any reason
other than TPO
– Treatment
– Payment
– Operations

• Transfer records to/from another practice
– Not needed for a consult (Treatment)
– Needed to transfer care
– Be SPECIFIC (don’t ask for “all records”)

Business Associate Agreements
A “business associate” is a person or entity, other than a
member of the workforce of a covered entity, who
performs functions or activities on behalf of, or provides
certain services to, a covered entity that involve access by
the business associate to protected health information. A
“business associate” also is a subcontractor that creates,
receives, maintains, or transmits protected health
information on behalf of another business associate.
The HIPAA Rules generally require that covered entities
and business associates enter into contracts with their
business associates to ensure that the business associates
will appropriately safeguard protected health
information.

Accounting of Disclosures
• Must provide the past six years of dislosures
• Many exceptions apply
– 1) TPO, 2) patient, 3) Authorized, 4) Permitted
– 5) Public purpose (law enforcement, national security,
corrections – may temporarily suspend if we receive a
written statement that a disclosure is likely to impede their
investigation)
– 6) Limited Data sets, 7) greater than six years ago

• Plan to disclose information to or by BAs
– Dates, names, description, purpose

• Patients get one free accounting per year if requested
but may be charged for subsequent requests

HITECH Requests
Section 13405(a) of the HITECH Act requires that when an
individual requests a restriction on disclosure pursuant to 45
CFR § 164.522(a)(1)(vi), “A covered entity must agree to the
request of an individual to restrict disclosure of protected
health information about the individual to a health plan if:
(A) The disclosure is for the purpose of carrying out payment
or health care operations and is not otherwise required by
law; and
(B) The protected health information pertains solely to a
health care item or service for which the individual, or person
other than the health plan on behalf of the individual, has
paid the covered entity in full.”

HIPAA COVID-19 Enforcement
Discretion – Business Associates
Effective immediately, the HHS Office for Civil
Rights (OCR) will exercise its enforcement
discretion and will not impose potential
penalties for violations of certain provisions of
the HIPAA Privacy Rule against covered health
care providers or their business associates for
uses and disclosures of protected health
information by business associates for public
health and health oversight activities during the
COVID-19 nationwide public health emergency.

HIPAA COVID-19 Enforcement
Discretion – Community Testing
This notification is to inform the public that the
Department of Health and Human Services (HHS) is
exercising its discretion in how it applies the Privacy,
Security, and Breach Notification Rules under the Health
Insurance Portability and Accountability Act of 1996
(HIPAA). As a matter of enforcement discretion, the HHS
Office for Civil Rights (OCR) will not impose penalties for
noncompliance with the regulatory requirements under
the HIPAA Rules against covered health care providers or
their business associates in connection with the good
faith participation in the operation of a COVID-19
Community-Based Testing Site (CBTS) during the COVID19 nationwide public health emergency.

HIPAA COVID-19 Enforcement
Discretion – Telemedicine
• During the COVID-19 national emergency, which also constitutes a
nationwide public health emergency, covered health care providers
subject to the HIPAA Rules may seek to communicate with patients,
and provide telehealth services, through remote communications
technologies. Some of these technologies, and the manner in
which they are used by HIPAA covered health care providers, may
not fully comply with the requirements of the HIPAA Rules.
• OCR will exercise its enforcement discretion and will not impose
penalties for noncompliance with the regulatory requirements
under the HIPAA Rules against covered health care providers in
connection with the good faith provision of telehealth during the
COVID-19 nationwide public health emergency. This notification is
effective immediately.

Occupational Safety and Health
Administration (OSHA)
•
•
•
•
•
•
•

Poster on the wall
Blood Born Pathogen Standard
Hazard Communications Standard
Ionizing Radiation Standard
Exit Routes
Electrical Standard
COVID-19 Discretion

OSHA Poster
Every workplace must display the OSHA poster
(OSHA Publication 3165), or the state plan
equivalent. The poster explains worker rights to
a safe workplace and how to file a complaint.
The poster must be placed where employees
will see it. You can download a copy or order
one free copy from OSHA’s web site at
www.osha.gov or by calling (800) 321-OSHA.

OSHA Blood Born Pathogen Standard
29 CFR 1910.1030
• A written exposure control plan, to be updated annually
• Use of universal precautions
• Consideration, implementation, and use of safer, engineered
needles and sharps
• Use of engineering and work practice controls and appropriate
personal protective equipment (gloves, face and eye protection,
gowns)
• Hepatitis B vaccine provided to exposed employees at no cost
• Medical follow-up in the event of an “exposure incident”
• Use of labels or color-coding for items such as sharps disposal boxes
and containers for regulated waste, contaminated laundry, and
certain specimens
• Employee training
• Proper containment of all regulated waste

OSHA Employee Hazard Communication
Standard 29 CFR 1910.1200
• A written hazard communication program
• A list of hazardous chemicals (such as alcohol,
disinfectants, anesthetic agents, sterilants,
mercury) used or stored in the office
• A copy of the Material Safety Data Sheet
(MSDS) for each chemical (obtained from the
manufacturer) used or stored in the office
• Employee training

OSHA Ionizing Radiation Standard
29 CFR 1910.1096
• A survey of the types of radiation used in the
facility, including x-rays
• Restricted areas to limit employee exposures
• Employees working in restricted areas must
wear personal radiation monitors such as film
badges or pocket dosimeters
• Rooms and equipment may need to be
labeled and equipped with caution signs

Exit Route Standards
(29 CFR Subpart E 1910.35, 1910.36,
1910.37, and 1910.38 and 1910.39)

• These standards include the requirements for providing
safe and accessible building exits in case of fire or other
emergency. It is important to become familiar with the
full text of these standards because they provide
details about signage and other issues. OSHA
consultation services can help or your insurance
company or local fire/police service may be able to
assist you. The basic responsibilities include:
• Exit routes sufficient for the number of employees in
any occupied space
• A diagram of evacuation routes posted in a visible
location.

Electrical Standard
(Subpart S-Electrical 29 CFR 1010.301 to 29
CFR1910.399)
These standards address electrical safety
requirements to safeguard employees. OSHA
electrical standards apply to electrical
equipment and wiring in hazardous locations. If
you use flammable gases, you may need special
wiring and equipment installation. In addition
to reading the full text of the OSHA standard,
you should check with your insurance company
or local fire department, or request an OSHA
consultation for help.

What if I get COVID-19 at work?
OSHA requires that covered employers record
certain work-related injuries and illnesses in the
OSHA 300 log.
OSHA has exempted influenza and the common
cold from this requirement
OSHA has stated that employers are responsible
for recording cases of coronavirus on the OSHA
300 log where each of the following conditions
are satisfied:

COVID-19 Workers Comp
Claim Elements
• Diagnosis is considered “confirmed” per CDC standards
• The case is “work-related,” which is satisfied where “an
event or exposure in the work environment either
caused or contributed to the resulting condition.”
• The illness meets the general recording criteria,
– an injury or illness result in “death, days away from work,
restricted work or transfer to another job, medical
treatment beyond first aid, or loss of consciousness.” or it
– involves a significant illness diagnosed by a physician or
other licensed health care professional.

OSHA COVID-19
Enforcement Discretion
•

Equipment Shortages. Because of the increased demand for N95 filtering facepiece
respirators (FFRs) during the COVID-19 outbreak, and the resulting limitations on
the availability of these respirators for use in protecting workers in healthcare and
emergency response from exposure to the virus, the President directed the
Secretary of Labor to "consider all appropriate and necessary steps to increase
the availability of respirators."

•

The outbreak is also resulting in shortages of other disposable respirators, surgical
masks, and fit-testing supplies and equipment. And health services by fit-testing
companies and by medical providers for respirator evaluations are severely
limited.

•

Enforcement Discretion. In view of these shortages and limitations, OSHA has
provided specific enforcement discretion, as described below, for CSHOs
enforcing the Respiratory Protection standard, 29 CFR 1910.134, during the
present COVID-19 outbreak. CSHOs are to refer to the memoranda listed below
(also listed in Attachment 5), and should continue to check for additional or
modified guidance:

OSHA COVID-19 “Modified Guidance”
Basking in Mediocrity
• Implementing the hierarchy of controls in an effort first to eliminate
workplace hazards, then using engineering controls, administrative
controls, and safe work practices to prevent worker exposures to
respiratory hazards.
• Prioritizing efforts to acquire and use equipment in the following order:
– National Institute for Occupational Safety and Health (NIOSH)-certified
equipment; then
– Equipment certified in accordance with standards of other countries or
jurisdictions except the People’s Republic of China, unless equipment certified
in accordance with standards of the People’s Republic of China is
manufactured by a NIOSH certificate holder, in accordance with OSHA’s April
3, 2020 memo; then
– Equipment certified in accordance with standards of the People’s Republic of
China, the manufacturer of which is not a NIOSH certificate holder, in
accordance with OSHA’s April 3, 2020 memo; then
– Facemasks (e.g., medical masks, procedure masks).

Expired > Reused > Homemade
• Prioritizing efforts to acquire and use equipment that has not exceeded its
manufacturer’s recommended shelf life before allowing workers to use
equipment that is beyond its manufacturer’s recommended shelf life.
Equipment used beyond its manufacturer’s recommended shelf life must
be used in accordance with OSHA’s April 3, 2020 memo.
• Prioritizing efforts to use equipment that has not exceeded its intended
service life (e.g., disposable FFRs used for the first time) before
implementing protocols for extended use or reuse of equipment.
Extended use or reuse of equipment should follow the CDC’s Strategies for
Optimizing the Supply of N95 Respirators and OSHA’s April 3, 2020 memo.
• Using homemade masks or improvised mouth and nose covers only, as a
last resort (i.e., when no respirators or facemasks are available).
Improvised masks are not personal protective equipment and, ideally,
should be used with a face shield to cover the front and sides of the face.
When this measure is the only resort, refer to the CDC guidance
at www.cdc.gov/coronavirus/2019-ncov/hcp/ppe-strategy/facemasks.html.

OSHA Whistleblower Protection
Section 11(c) of the Occupational Safety and
Health Act (“OSH Act”) prohibits employers from
retaliating against employees for exercising
rights …including communicating with
management about occupational safety or
health matters, and asking questions or
expressing concerns about workplace safety.

Employer CAN Fire Employees that
Feel Unsafe Due to COVID-19
An employer would not ordinarily be in violation
of section 11(c) by taking action to discipline an
employee for refusing to perform normal job
activities because of alleged safety or health
hazards.

Smithfield – Sioux Falls, SD
BBC News COVID-19 Story
• "They allege early requests for personal protective equipment were
ignored, that sick workers were incentivised to continue working, and
that information regarding the spread of the virus was kept from them,
even when they were at risk of exposing family and the broader public."
• "According to Kooper Caraway, president of the Sioux Falls AFL-CIO, union
officials approached management at Smithfield in early March to request
multiple measures to increase worker safety, including staggering shifts
and lunch schedules, which can pack 500 workers into the factory
cafeteria at once. He said they also requested personal protective gear like
masks and overcoats, temperature-checking at the doors and sanitation
stations."

• "This was before anyone at the plant tested positive," said Caraway.
"Management dragged their feet, didn't take worker demands seriously."
https://www.bbc.com/news/world-us-canada-52311877

Smithfield – Sioux Falls, SD
BBC News COVID-19 Story
• "Tim was a new employee going through orientation when he heard about
the first case from someone sitting next to him. But he says after that
initial announcement, the company got very quiet."
• "We didn't really hear nothing more about the coronavirus outbreak," he
said. "We thought it was good." Then, on 8 April, the South Dakota State
Health Department confirmed there were 80 cases at the plant. Multiple
employees told the BBC that they found out from media reports, not from
management at Smithfield."
• "A temperature checking station was erected under a white tent at the
main entrance to the factory, but Reynoza and Caraway both said that
they were told workers with running elevated temperatures were
allowed to come into the factory anyway. According to Helen, if workers
wanted to avoid the temperature check, they could enter a side door."

https://www.bbc.com/news/world-us-canada-52311877

Smithfield – Sioux Falls, SD
BBC News COVID-19 Story
"Smithfield instituted other changes, like
building cardboard cubicles around lunch table
seats to create a barrier between workers,
staggering shifts, and putting out hand sanitizer
stations. But multiple workers said - and photos
sent to the BBC seem to confirm - that personal
protective equipment came in the form of
beard nets to wear over their faces, which do
not protect from airborne particles like a surgical
or N95 mask would."
https://www.bbc.com/news/world-us-canada-52311877

BBC News Photograph

https://www.bbc.com/news/world-us-canada-52311877

ACOEM Suggestions
• Avoid spirometry testing
• Avoid audiometry exams

https://acoem.org/statement-on-coronavirus

Clinical Laboratory Improvement Act (CLIA)
• CLIA is a list of clinical laboratory standards
that apply to ALL testing done on humans
(except research) (passed in 1988).
• These rules apply even to practices that do
not bill any third parties and to DPC physicians
that have opted out of Medicare.
• DPC physicians that plan to offer any type of
in-office testing should make an effort to
familiarize themselves with CLIA.

CLIA
• If you intend to only perform "waived testing"
you still need to:
• pay a fee (file for a waiver),
• you are subject to audits (to make sure you
only do waived tests), and
• you must maintain extensive documentation
(regularly updated) to prove compliance.

CLIA “Waived” Tests
• (1) Dipstick or Tablet Reagent Urinalysis (non-automated) for the
following: (i) Bilirubin; (ii) Glucose; (iii) Hemoglobin; (iv) Ketone; (v)
Leukocytes; (vi) Nitrite; (vii) pH; (viii) Protein; (ix) Specific gravity; and (x)
Urobilinogen.
• (2) Fecal occult blood-non-automated;
• (3) Ovulation tests - visual color comparison tests for human luteinizing
hormone;
• (4) Urine pregnancy tests - visual color comparison tests;
• (5) Erythrocyte sedimentation rate - non-automated;
• (6) Hemoglobin - copper sulfate - non-automated;
• (7) Blood glucose by glucose monitoring devices cleared by the FDA
specifically for home use;
• (8) Spun microhematocrit; and
• (9) Hemoglobin by single analyte instruments with self-contained or
component features to perform specimen/reagent interaction, providing
direct measurement and readout.

Certificates for CLIA are required
• Even if you only perform “waived” tests
• "Provider Performed Microscopy" and requires
approval under 42 CFR 493 meaning that as
summarized by AAFP you are "subject to:
–
–
–
–
–

Subparts H (Proficiency Testing),
J (Patient test Management),
K (Quality Control),
M (Personnel), and
P (Quality Assurance)

CLIA – COVID-19 Considerations
The CLIA program is unable to approve section
1135 waiver requests with respect to waivers
of CLIA program requirements. The section
1135 waiver authority is only applicable to
specified programs (or penalties) authorized by
the Social Security Act (SSA). The CLIA program
does not fall into this category of programs.

CLIA - Keeping things at
“High Complexity” since 1988
Almost all currently EUA-authorized tests for
COVID-19 are FDA-authorized for use by
laboratories that meet the CLIA requirements
for either moderate or high complexity testing.
Therefore, testing personnel must meet the
appropriate moderate or high complexity CLIA
testing personnel qualification requirements
depending on which EUA authorized tests are
being used by the laboratory

Dispensing Medications

https://www.dpcfrontier.com/dispensing-medications

Sales Tax? Was it OTC?
• When dispensing please note whether the
medication is available over the counter
(rather than prescription only).
• In most states OTC medications are subject to
sales tax.
• In most states prescription only medications
are not subject to sales tax (except Illinois and
Louisiana).

Indiana Dispensing
• Indiana - Permitted.
• Please see Indiana Pharmacy Laws. IC 35-48-7-5.8 a
practitioner is defined as, “…a Physician, Dentist,
Veterinarians, Podiatrists, Nurse Practitioners, Scientific
Investigators, Pharmacists, Hospital, or any other
institution or individual licensed, registered, or
otherwise permitted to distribute, dispense or
conduct research with respect to, or administer a
controlled substance in the course of professional
practice or research in the United States.”
• The link to the application for a pharmacy permit is on
this page and requires a $100 fee.

Georgia Dispensing Requirements
•
•

O.C.G.A. 26-4-130 (2010)
(c) All practitioners who dispense drugs shall comply with all record-keeping, labeling, packaging,
and storage requirements imposed upon pharmacists and pharmacies with regard to such drugs
pursuant to this chapter and Chapter 13 of Title 16.

•

(d) All practitioners who dispense drugs shall make all records required to be kept under subsection
(c) of this Code section available for inspection by the board.

•

(e) Any practitioner who desires to dispense drugs shall notify, at the time of the renewal of that
practitioner's license to practice, that practitioner's respective licensing board of that practitioner's
intention to dispense drugs. That licensing board shall notify the board regarding each practitioner
concerning whom that board has received a notification of intention to dispense drugs. The
licensing board's notification shall include the following information:
–

(1) The name and address of the practitioner;
(2) The state professional license number of the practitioner;
(3) The practitioner's Drug Enforcement Administration license number; and
(4) The name and address of the office or facility from which such drugs shall be dispensed and the address
where all records pertaining to such drugs shall be maintained.

•

(f) The board shall have the authority to promulgate rules and regulations governing the dispensing
of drugs pursuant to this Code section.

•

(g) This Code section shall not apply to practitioners who provide to their patients at no cost
manufacturer's samples of drugs.

The End
Now that we have
reached the top of this
Devil’s Tower of
Regulations…
Do you have any
questions?

